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Overview

NIST has released a new draft of Special Publication (SP) 800-61 Revision 3 for public comment! Your
comments on /ncident Response Recommendations and Considerations for Cybersecurity Risk Management: A

CSF 2.0 Community Profile are welcome through May 20, 2024.

NIST SP 800-61 Revision 3 seeks to assist organizations with incorporating cybersecurity incident response

recommendations and considerations throughout their cybersecurity risk management activities as described by
the NIST Cybersecurity Framework (CSF) 2.0. Doing so can help organizations prepare for incident responses,

reduce the number of incidents that occur and the impact of the incidents that occur, and improve the efficiency
and effectiveness of their incident detection, response, and recovery activities. Once this publication is finalized,
it will supersede SP 800-61 Revision 2, Computer Security Incident Handling Guide.

The new incident response life cycle model used in this publication is shown in the figure. The top half reflects
that the preparation activities in Govern, Identify, and Protect are not part of the incident response life cycle; they
are much broader cybersecurity risk management activities that also supportincident response. The new
response life cycle for each incident is shown in the bottom half of the figure: Detect, Respond, and Recover.
Finally, the need for continuous improvement is indicated by the Improvement Category within the Identify
Function and the dashed green lines. Lessons learned from performing all activities in all Functions are fed into
Improvement, and those lessons learned are analyzed and prioritized, then used to inform all the Functions.
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NIST SP 800-61 Revision 3 seeks to
assist organizations with incorporating
cybersecurity incident response
recommendations and considerations
throughout their cybersecurity risk
management activities as described by
the NIST Cybersecurity Framework
(CSF) 2.0. Doing so can help
organizations prepare for incident
responses, reduce the number of
incidents that occur and the impact of
the incidents that occur, and improve
the efficiency and effectiveness of their
incident detection, response, and
recovery activities. Once this
publication is finalized, it will
supersede SP 800-61 Revision 2,
Computer Security Incident Handling
Guide.
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The new incident response life cycle
model used in this publication is shown
in the figure. The top half reflects that
the preparation activities in Govern,
ldentify, and Protect are not part of the
incident response life cycle; they are
much broader cybersecurity risk
management activities that also
support incident response. The new
response life cycle for each incident is
shown in the bottom half of the figure:
Detect, Respond, and Recover. Finally,
the need for continuous improvement
is indicated by the Improvement
Category within the Identify Function
and the dashed green lines. Lessons
learned from performing all activities in
all Functions are fed into Improvement,
and those lessons learned are analyzed
and prioritized, then used to inform all
the Functions.
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| Step #1: Preparation

No organization can spin up an effective incident response on a moment’'s notice. A plan must be in place to both

prevent and respond to events.

Define the CSIRT (Computer Security Incident Response Team)

To act quickly and completely while an incident is unfolding, everyone on the CSIRT needs to know their responsibilities
and the decisions that are theirs to make.

The CSIRT should include a cross section of business and technical experts with the authority to take actionin
support of the business. Members should include representatives from management, technical, legal, and
communications disciplines, as well as security committee liaisons. All departments affected by an incident should be
In the loop and everyone should have a decision matrix to guide their actions during and after the incident.

The plan should also define who is in charge and who has the authority to make certain critical decisions. Those aren't
things to figure out-let alone argue over—in the heat of the moment.

Develop and update a plan

Ensure plans and other supporting documents exist and are updated periodically to remain current. All relevant
personnel should have access to the parts of the plan that pertain to their responsibilities and should be alerted when
the planisrevised. There should be a feedback loop that is enacted after every significant incident in order to improve

the plan continuously.



| Step #1: Preparation (cont.)

Acquire and Maintain the Proper Infrastructure and Tools

Have the capabillities to detect and investigate incidents, as well as to collect and preserve evidence. To determine if an
attacker is in your environment, it's critical that you have endpoint security technology that provides total visibility into
your endpoints and collects incident data.

Without the right tools, and processes to guide their use, you'll be ill-equipped to investigate how attackers are
accessing your environment, how to mitigate an attacker’s existing access, or how to prevent future access.

Always Improve Skills and Support Training

Ensure the IR team has the appropriate skills and training. This includes exercising the IR plan from time to time. It also
Includes staffing the IR team, with either in-house staff or through a third-party provider, to accommodate the time
away from the job necessary in order to maintain certifications and leverage other educational opportunities.

Possess Up-to-Date Threat Intelligence Capabilities

Threat intelligence capabilities help an organization understand the kinds of threats it should be prepared to respond

to. Threat intelligence should integrate seamlessly into endpoint protection and use automated incident investigations
to speed breach response. Automation enables a more comprehensive analysis of threats in just minutes, not hours, so
an organization can outpace advanced persistent threats (AP Ts) with smarter responses.
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| Step #2. Detection & Analysis

The second phase of IR is to determine whether an incident occurred, its severity, and its type. NIST outlines five steps
within this overall phase:

e Pinpoint signs of an incident (precursors and indicators): Precursors and indicators are specific signals that an
Incident is either about to occur, or has already occurred.

K Analyze the discovered signs: Once identified, the IR team has to determine if a precursor or indicator is part of ar
attack orif itis a false positive.

= Incident documentation: If the signal proves valid, the IR team must begin documenting all facts in relation to the
Incident and continue logging all actions taken throughout the process.

= Incident prioritization: NIST designates this step as the most critical decision point in the IR process. The IR team

can't simply prioritize incidents on a first come, first serve basis. Instead, they must score incidents on the impact it
will have on the business functionality, the confidentiality of affected information, and the recoverabillity of the

Incident.

= Incident notification: After an incident has been analyzed and prioritized, the IR team should notify the appropriate
departments/individuals. A thorough IR plan should already include the specific reporting requirements.
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| Step #3. Containment, Eradication, & Recovery

The purpose of the containment phase is to halt the effects of an incident before it can cause further damage. Once an
Incident is contained, the IR team can take the time necessary to tailor its next steps. These should include taking any
measures necessary to address the root cause of the incident and restore systems to normal operation.

Develop containment, eradication, and recovery strategies based on criteria such as:

= the criticality of the affected assets

= the type and severity of the incident

= theneedto preserve evidence

= theim portance of any affected systems to critical business processes

= theresources required to implement the strategy
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| Step #4. Post-Incident Activity

Every incident should be an opportunity to learn and improve, but many organizations give short shrift to this step.
Adversaries are always evolving, and IR teams need to keep up with the latest techniques, tactics, and procedures.

A lessons learned meeting involving all relevant parties should be mandatory after a major incident and desirable
after less severe incidents with the goal of improving security as a whole and incident handling in particular. In the case
of major attacks, involve people from across the organization as necessary and make a particular effort to invite people
whose cooperation will be needed during future incidents.

During the meeting, review:

T

v v v J

what happened and when

how well the IR team performed
what information was missing when it was needed

what actions slowed recovery
what could be done differently
what can be done to prevent future incidents

what precursors or indicators can be looked for in the future

The results of these meetings can become an important training tool for new hires. They can also be used to update
policies and procedures and create institutional knowledge that can be useful during future incidents.
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Threat Hunting Framework (THF) Diagram
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1 masnunaukavaisaltaunis (After-Action Review Process)

Msnunukavmsduaumsidumsaamuna (Follow-up) U\)US NDUAIENNSSIBVIULAMSIIASIKKAVATANATUNLIBLUDSIAIAUSUUR
WuhkusvavAsanmuMLlslUaSia: s:uUdU 9 na'mumwlaa\) JmﬂU&a\)nua\)uunauunamsUsuUsoam\)malua\)lumsmluums
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1) isanmisaivavs:uunvkua (All System Events) aoiaduiinnisasavaau (Audit Records) kSadan (Log)
2) msdudumsnokua soudviuiuaznainduiuns

3) msdoaismuudnnvkua

4) UuiinuoVRAUAIUADUAIUNSIUSIL

5) misiigvivula ) 91a SOP ua:mslhtkana
sr1omunsanmumvlswasidainluoaaisdaluis:gaiiisulas CIRT wioduaanisaauauav (Response)
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2 unissunlasuua:misunly (Lessons Learned and Remediation)
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« WuskiswaloitkaAsanmumvlsluasiuaa

o Wdams IR Mmsdadulddnsuikadsanmumvlsiuasiiadusuusvsida (Limited-severity Incidents)

e CIO WukdadulsdrsSutkanaanmunivlsuass:ausrousvua:s:audnga (Moderate and Critical-severity
Incidents)

o TunuvjvanisiWonauauavdalaymnisdiduviu (Operational Issues) Atiadun ikanganmumvlsiuas
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0. Msdamuwumssuilanonnniumvlsiuas lasid (Cyber Security Incident Response Plan) hifdikuasindsaauauavda
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(n) TnsvadwiusuliaikamsaiftfgdauaNubuAvUasanslsluas (Cyber Incident Response Team: CIRT) soudibunuin
uazAdUSuURavauRmkualBagwdapuvavaudniufivudaautadayadadauaznsens:aumsdiiuns (Contact
Information and Escalation Level) ua:

AusuatkamsaintngrAuANuUuAvUasanslsluas (Cyber Incident Response Team: CIRT)
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Wusyvias IR
(IR Commander)
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» Wusyv1ms IR (IR Commander):
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s:uuasldduuazudvidau wu IDS/IPS (Intrusion Detection System/Intrusion Prevention System),
SIEM (Security Information and Event Management)

IASaviadIAsItKua:duaddu WU t1rSaviia Forensic, 1ASaviadiAsizKk Log.

IASaviiadAauavIUAUAAAU BU S:uUAISIVTDYA, StUUA
(Backup and Recovery Systems).




POLICY

—

ulsurgaisaavauavdakanisai wu MsAkuaulgviendaudkSumsaauauavaalkamsaingAnAIL.

— .

Uaanavs:aunisusais (SLAs) wu misikuadaanavndapuAunKuSMISIAgIAUAISOdUAUDVADIKOMSE.




asdaarsmeiu: asvAIuFuWusSLaD SIS
doarsnikuizaununaumeluavAns

AISFod1SNMIUIAN: NVIUSIVUAUNUODUSUDYD
IKOMSAIDU ©] Lla=MsUvAUlEANKUIE




7

ASNUNDULLWU:
NUNDJULLWUSUUD
lKaMsaungAnNAIY
2envallau

asuUs:lduUs:ansmw:
Us:iduus:ansnawuav
HWHUUa:NUadUaUdL
samsaitlus:o: q 1Wo
Usuusvas:usumisiika

godu







	ส่วนเริ่มต้น
	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17

	เคสตัวอย่าง
	Slide 60
	Slide 61
	Slide 62
	Slide 63
	Slide 64
	Slide 65
	Slide 66
	Slide 67
	Slide 68
	Slide 69
	Slide 70
	Slide 71
	Slide 72
	Slide 73
	Slide 74
	Slide 75
	Slide 76
	Slide 77
	Slide 78
	Slide 79
	Slide 80
	Slide 81
	Slide 82
	Slide 83
	Slide 84
	Slide 85
	Slide 86
	Slide 87


