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GENERATIVE Al

- Trends and Governance Issues

1

— =
: O U EHTITI
[0 i

- E—_.T; ——
—— - .o
= = - C = ||
— - - . 4*:-."
S— = '\ Y| . =
| — ——— v N YN )
— --—:-- ! - i 4
— - —y =
— mmr-—v - = 5%
C—— - w panal® .



Artificial Intelligence (Al)
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Al Capabilities

Basic Al Functions
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https://www.technologyreview.com/2018/11/10/139137/is-this-ai-we-drew-you-a-flowchart-to-work-it-out/

Al Capabilities

Source: Forecasts of Al and future jobs in 2030: Muddling through
likely, with two alternative scenarios, William E.Halal (2016)
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Type of Al
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Generative Al
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Generative Al can be defined as a technology that
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(i) leverages deep learning models to
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(i) generate human-like content
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Source: https://www.academia.edu/97821054/Generative_Al_and_the_future_of education_Ragnar ok or reformation
_A_paradoxical_perspective_from_management_educators


https://www.rapidops.com/blog/generative-ai-tools/

AMNNUDY Generative Al

Machines/software capable of intelligent behaviour:
three levels

1. Narrow Al: performs limited tasks

2. Artificial General Intelligence (AGI)

3. Superintelligence

Artificial intelligence

v

SLEE TG [t Learning and acting on data without explicit

instructions

A 4

Neural networks

v

Models inspired by the human brain

Deep learning Uses multiple hidden layers of artificial neural

networks to enhance performance

Foundation

model Understands and generates text and/or images, code

etc; need a lot of data for training

v

A 4

Focused on language tasks

Source: Deutsche Bank.



AI AlIGC | x-ETDA

' Al GOVERNANCE CLINIC

Al Capabilities

Text Generation
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Al Capabilities

Generative Al

Image & Video Generation )

Motion Brush
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Multimodal AI Model
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Unimodal
| Pre-train
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https://www.researchgate.net/publication/369771657_Unlocking_the_Potential_of_ChatGPT_A_Comprehensive_Exploration_of_Its_Applications_Advantages_Limitations_and_Future_Directions_in_Natural_Language_Processing
https://www.researchgate.net/publication/369771657_Unlocking_the_Potential_of_ChatGPT_A_Comprehensive_Exploration_of_Its_Applications_Advantages_Limitations_and_Future_Directions_in_Natural_Language_Processing
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Strategic level

Decision-making: Managers can apply ChatGPT
in strategic decision-making by using recommendations
in specific situations

Knowledge management: organizations may adopt ChatGPT
to store, transform, and distribute organizational data

Strategic level
Functional level

Customer service: ChatGPT can be used to automate customer
service interactions, such as answering frequently asked questions
and providing information

Human Resource Management: ChatGPT can be used to automate
Functional level and streamline various HR processes, such as resume screening,
providing feedback to candidates, onboarding new employees,

or responding to employee requests

|
Administrative level # J;
Automating repetitive tasks: ChatGPT can be used | ¥
Administrative level to automate and assist with various administrative tasks, ]
such as scheduling appointments, booking travel arrangements,
and managing calendars. It can also be used to generate
standard business documents, such as reports, memos,

and emails. Additionally, ChatGPT can be used to assist

with data entry, record keeping
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Generative Al will redefine roles across the organization

Carefully consider the professional identity of your employees when making changes to role definitions

Tasks today that Generative Al Future tasks
Sample roles can provide first drafts for (in addition to verifying first drafts)
@\ Soc1a.l Medla Creating soqal medhia content, scheduling Building relationships with customers and followers
. Specialist and uploading posts
s Marketing >
Advertisers Developing creative material (e.g.,videos) | Exploring new advertising channels and opportunities
Accountant Preparing and maintaining financial Identifying and implementing new accounting policies and
(0] ) accounts programs
Finance > . ~ ‘ ,
ﬁy s : Ensuring compliance with labor laws and regulations,
Payroll Specialist Processing employee payroll and taxes . .
providing guidance and support to employees
( Software Engineers Low-valge coding and debugging, code Reviewing code safety, des_lgmng new complex algorithms
translation (e.g., better recommendation engines)
mEg T > . . .
Help Desk Support Troubleshooting common issues Resolymg.system—mde problems, supporting complex
technical issues
Lead generation, follow-ups, logging Build relationships with customers, understand their needs
Sales Rep : \ . . :
customer interactions in CRM systems and pain-points
Sales > — _
Deals Desk Support Log quotes, and request sales approvals E)uesvtilr?qzrc:mplex pricing models, customized deals for

Ce—Emmsr rmos ____ o T R = I e e i EEmEEmE s G
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The Impact of AI on Employment

The Potential Impact of
Artificial Intelligence on UK
Employment and the

Demand for Skills

Business, Energy and Indus

Source:

report by PwC for the Depa

Figure 3-1: Estimated net employment effects of Al by broad occupational category (SIC 1)
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Future of Work with Generative Al
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Generative Al and the o i e
Futu re of Work Employee Experience

Type of Al Enablement Pursuing new markets

Generative Info Enhancin ucts and services
oo Al-Enabled ki

| Knowledge Worker Strategic Designing CX/EX experiences
Generative Work
Research

Al Foundation Models |
of Global Knowledge

Imagining new products + processes

Generative & Creating + using unique knowledge
Insights

! Generative
= i 0 g . IR ® 8] Making better decisions, faster
Al Foundation Models ! . Al-Enabled

) i Work Apps
of Enterprise Knowledge ﬁ:\"m: Optimizing business operations

®
) Communicating + collaborating

| ' :
G i Tactical Business administration
enerative ; Work

Decisions
Gathering needed information

Other Al Models and
Frameworks, Including Near-AGI \=
consteliation
v1.0 by Dion Hinchcliffe
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Job Redesign in the Age of Al

4 ®
@) é’}@
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STEP 1 STEP 2
s Break jobs down Assess the potential impact v
into tasks of Al on each of the tasks
i
o
O
® STEP 6
Recombine and reconstruct Assess if Al should be
the transformed tasks into a implemented for each task,
future job and the extent to which Al i
i can be deployed g“ q
JOB REDESIGN _— i — 3
IN THE AGE OF AI e ! LN ? ‘B
= ewlv CUJ i i B !
STEP 5 STEP 4 E 2
: Decide the appropriate Consult managers and E ==
= time frame to implement Al employees about which 3 - p_
= tasks are valuable to them E AT
Source: https://file.go.gov.sg/ai-guide-to-jobredesign.pdf & 3 xs
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GENERATIVE Al:
IMPLICATIONS
FOR TRUST AND
G% )\Wr:] ﬁlf‘i\ ‘W\R;F

aicadium

\MAIGC @D
“ AL GOVERRADCE CLIbIC lT_E

NEW RISKS WITH
GENERATIVE Al

Trustworthy Al literature has identified a few governance areas,
which typically deal with robustness, explainability, algorithmic
fairness, privacy and security. The Singapore Model Al Governance
Framework and OECD Al Principles outline these core areas.

Even though these governance areas continue to remain relevant,
generative Al also poses emerging risks that may require new
approaches to its governance.




GENERATIVE Al:

FOR TRUST AND RISK 1: MISTAKES AND “HALLUCINATIONS”

GOVERNANCE

Like all Al models, generative Al models make mistakes. When
generative Al makes mistakes, they are often vivid and take on
anthropomorphisation, commonly known as “hallucinations”.
Current and past versions of ChatGPT are known to make factual
errors. Such models also have a more challenging time doing

tasks like logic, mathematics, and common sense?. This is because
ChatGPT is a model of how people use language. While language
often mirrors the world, these systems however do not (yet) have

a deep understanding about how the world works. Additionally,
these false responses can be deceptively convincing or authentic.
Language models have created convincing but erroneous responses
to medical questions, created false stories of sexual harassment and
generated software code that is susceptible to vulnerabilities.




GENERATIVE Al:
IMPLICATIONS

"GOVERNANCE. RISK 2: PRIVACY AND CONFIDENTIALITY

Generative Al tends to have a property of “memorisation”. Typically,
one would expect Al models to generalise from the individual data
points used to train the model, so when you use the Al model there

is no trace of the underlying training data. As the neural networks
underpinning generative Al models expand, these models have

a tendency to memorise. For example, Stable Diffusion tends to
memorise twice as much as older generative Al models such as GANSs.

There are risks to privacy if models “memorise”
wholesale a specific data record and replicate it
when queried.



GENERATIVE Al RISK 3: SCALING DISINFORMATION,

IMPLICATIONS
FOR TRUST AND

 GOVERNANCE TOXICITY AND CYBER-THREATS

Dissemination of false content such as fake news is becoming
increasingly hard to identify due to convincing but misleading text,
Images and videos, potentially generated at scale by generative Al.

Toxic content — profanities, identity attacks, sexually explicit content,
demeaning language, language that incites violence — has also been a
challenge on social media platforms. Generative models that mirror
language from the web run the risks of propagating such toxicity.
But it is not as simple as just filtering or checking against toxic
content. A naive filter for generative Al that refuses to answer a
prompt like “The Holocaust was..” risks censoring useful information.
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?ENERA‘T'-VE,A‘"» RISK 4: AN ERA OF COPYRIGHT CHALLENGES

Al and machine learning models have always operated on the basis of
identifying patterns present in relevant data. Current generative Al
models require massive amounts of data. Scraping the web for data
at this scale has exacerbated the existing concerns of copyrighted
materials used (e.g. Getty Images suing Stable Diffusion over alleged
copyright violation for using their watermarked photo collection).

Content and style copied Style copied

Generation

Top Match




GENERATIVE Al:

FOR TRUST AND RISK 5: EMBEDDED BIASES WHICH ECHO IN

GOVERNANCE

DOWNSTREAM APPLICATIONS

Al models capture the inherent biases present in the training
dataset (e.g. corpus of the web). It is not surprising that if care is
not taken, the models would inherit various biases of the Internet.
Examples include image generators that when prompted to create
the image of an "American person’, lightens the image of a black
man, or models that tend to create individuals in ragged clothes
and primitive tools when prompted with "African worker” while
simultaneously outputting images of happy affluent individuals
when prompted with "European worker”. In particular, foundation
models risk spreading these biases to downstream models trained

from them.
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IMPLICATIONS

" GOVERNANCE RISK 6: VALUES, ALIGNMENT, AND THE DIFFICULTY
OF GOOD INSTRUCTIONS

Al safety is often associated with the concept of value-alighment

- i.e. alighed with human values and goals to prevent them from
doing harm to their human creators. Al scientists and designers

have always faced the challenge of formulating how to instruct Al
systems to achieve certain “"objectives”, defined in precise terms.
Hence, objectives are often mis-specified or represented using simple
heuristics. This can lead to potentially dangerous outcomes when

the Al systems blindly optimise for these objectives. OpenAl’s blog
highlights a gaming agent purposely crashing itself over and over to
gain additional points.

An objective function for Al assistants needs to prioritise between
the assistant being "helpful” or *harmless”. However, it is difficult to
define and specify what these concepts are, and how to trade-off
between them.
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Metaphysic.ai

Evolving Al @ *
ffﬁ’x;:.r't):gug](]_(n h deeptomcrU|se »
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3 Following 5.JM Followers 19.4M Likes

Asking Al to imagine a party at Hogwarts

Parody and younger!

Videos & Liked

When | dance, | dance ...  High and tigh then... e... I'm taking lessons.

https:.//www.linkedin.com/company/evolving-ai/ https://www.tiktok.com/@deeptomcruise?lang=en 23



https://www.tiktok.com/@deeptomcruise?lang=en
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Bias in Generative Al PSS

"a doctor"

"a nurse"

Source: https://vulcanpost.com/832253/how-singapore-plans-to-address-threats-posed-by-generative-ai/
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https://vulcanpost.com/832253/how-singapore-plans-to-address-threats-posed-by-generative-ai/
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Should we trust

ChatGPT?




Q&A: UW researcher discusses just how much

energy ChatGPT uses

Sarah McQuate

W Newc
U W News

Source: https://www.washington.edu
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“There are hundreds of millions
of daily queries on ChatGPT.
This many queries can cost
around 1 GWh each day, which is

the equivalent of the daily energy
consumption for about 33,000
U.S. households.”

Sajjad Moazeni
Assistant Professor of Electrical
and Computer Engineering,
University of Washington


https://www.washington.edu/news/2023/07/27/how-much-energy-does-chatgpt-use/#:~:text=Overall%2C%20this%20can%20lead%20to,of%20over%201%2C000%20U.S.%20households.
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Generative AI Comes with Risks

Inaccuracy, cybersecurity, and intellectual-property infringement are the

<_\ QuantumBlack ) . ) )
' most-cited risks of generative Al adoption.

Al by McKinsey

Generative Al-related risks that organizations consider relevant and are working to mitigate,
% of respondents’

The state of Al in
2023: Generative Al’s

breakout year

As organizations rapidly deploy generative Al tools, survey respondents

Organization considers risk relevant

naccuracy N 56
Cyversecurity | 53

Organization working to mitigate risk

P 32
I 58

expect significant effects on their industries and workforces.

Intellectual-property infringement _ 46
Regulatory compliance _ 45
Explainability _ 39
Personal/individual privacy || | I 3¢
Workforce/labor displacement _ 34
Equity and fairness _ 31 e
Organizational reputation ||| Gz 2o e
National security - 14 B4
Physical safety - 11 . 6

| PE
I 28
e s
I 20
- jE

e Environmental impact - " . 5
Political stability 10 2
None of the above |1 - 8

'Asked only of respondents whose organizations have adopted Al in at least 1 function. For both risks considered relevant and risks mitigated, n = 913.
Source: McKinsey Global Survey on Al, 1,684 participants at all levels of the organization, April 11-21, 2023
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ACCOUNTABILITIES

Competitiveness and Sustainable EQUALITY
The
o roBUSTNESs  NCLUSIVENESS
Ethical TRANSPARENCY
FAIRNESS

Considerations
of Al

SAFETY & SECURITY

-XPLAINABILITY

RELIABILITY
PRIVACY
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Ql Al Ethics Principles and Al Governance

:auguassssuraviatumsus:gnals Al

Al Governance

sssuinuiatunisus:gnats Al



What is Al Governance?

sssuinulatunisus:gnats Al (Al Governance)

—

nnuqQuarkiuNsNMKuaulguly JuaduUUNUa ua:ziaSovlatunisujutoiu

itnanisUs:gnals Al agoidndusuiiasou (Responsible Al)

o (2]

ussamuhRUIEAMKUQ ADIUEDQAAADONUHANNISDSYSSSU
(Achieve Business Objectives) Uryryads:auy (Al Ethics Principles)

© (4]

ADIUADQAADVMUNNHUIYUA=TDNIKUQ AJUAUADWLAYONDIDEVWaNS:NUdDYAAAN
(Compliance) 1NV avANns ua:doAu (Risk Control)

AIGC

‘ Al GOVERNANCE CLINIC
a5 y ETDA

KannisnnuqQuanisujuaoiutunn
NS:UDUMSALAYITDVAUMS
Us:gnadld Al TagdatRouiasnisiu
misinuquariumsfikuaulovy

JuadulHua ua:ziasaoiotums

Ufudowu tvatfitiomsus:gndls Al

2810ASUNOBIU
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GOVERNANCE
GUIDELINE

psaumsrhmu
IWDauvauuldina

SSSUINVa
fumsus:gnals Al
Us:=nauddy

3 dvAUs=nDUHKan laun

Al Governance
Structure

nIsnmKualAsvasIvNiIs
nnuqQua

11 Al Governance
Council: AtuznssunNs
mnuqQuamsus:gnals
Al

12 Role and )
Responsibility: HUn
LLa:AUSUNQUDU

13 Competency Building:
NMISWCUUFANIMW
uAaNs

Al Governance Framework

Al Strategy

mismKuanagnstuns
Js:gnats Al

2.1 Responsible Al
Strategy: nisnmKuana
gnsStunisus:gnats Al
28100ADISUNQBDU

2.2 Al Risk Management:
NISUSKISYaNISADY
ldguoINNsUs:gnals
Al

AIGC

Al GOVERNANCE CLINIC
l‘ y ETDA

{p

Q
OO

Al Operation

msiinuquanis
Jpuaoiuningddoonu Al

3.1 Al Lifecycle: nisniriu
QLANAdADVISTIOUDV
Al

3.2 Al Service Provision:
N1stiuSNs Al

31



Al Governance Guideline

‘ H H ! . —
WNHDNE: Soasutiiiamsus:andid Al ag1v0anusuiauau (Responsible Al) tWoasioadutdoluua:asiomseausy

D']ﬂnﬂﬂ']ﬂEDU laguihKanMIsLUdINIVYSusssuUUnyayIUS: OUU (Thailand Al Eth]CS Guideline) U']U’]lETUE)ZUSUllUUUE)\)llU:)

Jnua \Wodvlasunisus: gNAs Al muuwudjuanisaiudoyoyius: ouauﬁommlwamswmuwus tnATng (w.A. 2565 - 2570)

11 dadvptuznssums
(AI Governance Council)

AUSH1SS:AUgv, AUvIURLAEITDY,
HUdgvIuMEUDA

AMRUQNANIY tAGaoU wa:us:louwa
nsuHuaviu
12 AKuoHALa:AUSUNQUDU
(Role & Responsibility)

+ fMAuQuanisUjuavuiianandov
WKW NAHUIY La:damiKuQ
+ fMAUQUAdIUADIULEED

+ Jjua@viumunagns NAKUIY La:
JofiKuQ

* DDLUV Weuun ua:zth Al TUtdviu
AJUAUADIULEED

13 WCUU'IFIﬂEJﬂ'IWUFIa'IﬂS
(Competency Bulldmg)

1) D0AAIUSAIUSSAD 2) DVAAIWSAULNATUTAE
3) pvAA>IWSaUMAUQUa

Toolkit auvayutHina Al Governance 1) Al Readiness Assessment 2) Al Use Case Canvas 3) Risk Assessment

21 mHuanagnstunsus:endatd Al agnvl
ADIUSUNQUDU (Responsible Al

Strategy)

2.2 USHKISADWLAZVAD-LAiaDIAMS
Us:enNatd Al (AI Risk Management)

AalaanthKUetums
Us:gnatd Al Tagwosaun:
Us:TosliRDuAnS: 1Aasu, AW
dnananvNULUNKUIgUDVDVANS/
§SAY, Jo91AQ wazAWMNY
tudiu

darmunuujuanis:
JaarauaduaAtJiuns
dduviu, dar Roadmap, dam
sz:uuduuuu (Prototype)

20819ANULAYV:

Cyber Attack, Trust &
Reputation, Privacy, Data
Quality, Non-Compliance, Fair
& Non-Discrimination tduciu

masufiedTov:
NIST & ISO Standard

msdadusouudvuyud 3 s:au:

1) Human-in-the-loop
2) Human-over-the-loop
3) Human-out-of-the-loop

31 muqQua Al 0apadvdSTI0
(AI Lifecycle)

wWhKugtumsus:gnaid Al

- O - O
DoAULUUTBaTU dalassudoya aé’mtuma\

tAhaamuy
msUs:=gNas

Us:=touwa

A uhlulaatugoiu
msuUs:gnas

ganstduiululaa

3.2 NSTHUSAS (Al Service)

1) UssmaAulovigua:tidayalngdnumsiuiu Al unatsoiu
1du ulsungtunsidoiu (Al Usage Policy) HANNSDSEYSSSU
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- aswlomamstd Al 31KSUoUANS (Strategic Al Integration)”

- yugnayns IWodouoaidu CAIO (Chief Al Officer)

+ WUNU Real-World Use Cases lia: Al Solutions

+ ussuuna: Workshop TaudiBuaBIUNAUS AIGC
llasKUsBvLBUNSAUTaNAU Al

|WU\| 2 su sun1 5UR 29-30 u.A. 67

sun 2 3ui 27-28 nw. 67
(sukuoumno) @ Gicoh Hots) Bangiok

@ adte@etda.or.th, aigc@etda.or.th

Al GOVERNANCE CLINIC

Alalice  [ap]
LTE

QswazIduawsoualins
Taauncdduthbuduld

doumiuvoyalwuIay
O 02-123-1234, 02-123-1237
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Al Governance Center

By ETDA

- Develop Al governance frameworks that are suitable for the
Thai context and align with international standards.

- Provide consultancy services on policies and Al governance.

* Research and disseminate information and knowledge
about Al governance.

* Build a network of experts both within the country and
internationally to exchange academic information, innovation,

and technology related to Al governance.




AIGC ACCOMPLISHMENT 2022-2023

Al Promotion Al Governance
Regulation & Publication
Research

RESEARCH & DEVELOPMENT

Al Governance |
Guidelines &

Toolkits

*Al Readiness Scan, Al Use case Canvas, Risk Assessment

ADOPTION & PROMOTION

Al Governance Al Governance
Program (AiX) Measzlé)r2e3ment Clinic (Consulting)

OLLABORATION
MOUs with Healthcare,

International
Policy Advisory
Panel (IPAP)

AIGC
Expert Fellows

Government and
Al Associations




Al GOVERNANCE CLINIC
by ETDA

Al AIGC X*ETDA Thank you

Al AIGC

“ Al GOVERNANCE CLINIC
byETOA
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GENERATIVE Al
GOVERNANCE GUIDELINE

wudNIvNISUs=gNAtE GENERATIVE Al
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	Slide 1
	Slide 2
	Slide 3: AI Capabilities
	Slide 4
	Slide 5
	Slide 6: Generative AI
	Slide 7
	Slide 8: AI Capabilities
	Slide 9: AI Capabilities
	Slide 10: Multimodal AI Model 
	Slide 11: ตัวอย่างการนำ Generative AI ไปใช้งาน
	Slide 12: ตัวอย่างการนำ Generative AI ไปใช้งาน
	Slide 13: The Impact of AI on Employment 
	Slide 14: Future of Work with Generative AI
	Slide 15: Job Redesign in the Age of AI
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25: Should we trust ChatGPT?
	Slide 26
	Slide 27: Generative AI Comes with Risks
	Slide 28: The  Ethical Considerations of AI
	Slide 29
	Slide 30
	Slide 31
	Slide 32: AI Governance Guideline 
	Slide 33
	Slide 34
	Slide 35
	Slide 36

